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The UK's data protection legislation

Data protection legislation controls how your personal information is used by
organisations, including businesses and government departments.

In the UK, data protection is governed by the UK General Data Protection Regulation
(UK GDPR) and the Data Protection Act 2018.

Everyone responsible for using personal data has to follow strict rules called ‘data
protection principles’ unless an exemption applies. There is a guide to the data
protection exemptions on the Information Commissioner’s Office (ICO) website.

Anyone responsible for using personal data must make sure the information is:
o used fairly, lawfully and transparently
» used for specified, explicit purposes
« used in away thatis adequate, relevant and limited to only what is necessary
e accurate and, where necessary, kept up to date
« keptforno longer than is necessary
« handled in a way that ensures appropriate security, including protection against
unlawful or unauthorised processing, access, loss, destruction or damage

There is stronger legal protection for more sensitive information, such as:
e race
« ethnic background
« political opinions
« religious beliefs
o trade union membership
« genetics
« biometrics (where used for identification)
« health
« sex life or orientation

There are separate safeguards for personal data relating to criminal convictions and
offences.
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Under the legislation, you have rights in relation to your personal data, with some

exceptions. These include the right to:

« beinformed about how your data is being used
» access personal data

« haveincorrect data updated

« have data erased

» stop orrestrict the processing of your data

» data portability (allowing you to get and reuse your data for different services)

» object to how your data is processed in certain circumstances

You also have rights when an organisation is using your personal data for:

» automated decision-making processes (without human involvement)

« profiling, for example to predict your behaviour or interests

If you’re concerned about how an organisation is handling your personal data

Contact the ICO for advice or to make a complaint.

ICO

Telephone: 03031231113
Textphone: 18001 0303 123 1113
Monday to Friday, 9am to 5pm
Find out about call charges

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

You can find more contact details on the ICO website.
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Developing a policy

What your data protection policy should do for you

 How to structure a data protection policy and related documents

When you need specialist advice

Writing a privacy statement, policy or notice

Use this to help you write your data protection policy and procedures and other related
documents. It should not be used as legal advice. We link to more detailed advice from
the Information Commissioner’s Office (ICO) throughout.

There are lots of links between this guide and other information on data protection. We
recommend you use the pages together. There’s a lot of information, but once you start
working through it, it should all become clear.

What your data protection policy should do for you

Your data protection policy is the commitment you’re making to protect data in
accordance with the law. Your procedures show how you’re going to achieve your aims
and comply with the law.

Some organisations have a specific data protection policy. Others cover data protection
in their other policies and procedures.

Use these key principles that apply to all policy writing.

Make sure it’s:
e appropriate to your organisation's size, culture and activities

o easy for staff and volunteers to understand and follow
« workable for your organisation

o reviewed on a regular basis (at least annually).

Don’t confuse your data protection policy with your privacy notice. The latteris a
document you write to share with people whose data you are going to collect, so they
know what you’re doing with it. Read our guidance on writing a privacy notice.

How to structure a data protection policy and related documents
It’s often easier to provide your policy and procedures as a set of shorter documents
rather than one long one. Or have one document with sections.
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https://ico.org.uk/
https://www.fc.production.ncvocloud.net/digital-technology/data-protection-and-cybersecurity/gdpr-data-protection-law-brexit-and-how-keep-top-your-responsibilities/writing-data-protection-policy-and-procedures/#writing-a-privacy-statement-policy-or-notice
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Here’s a suggestion to follow. There are links throughout taking you directly to sections in
our other data protection pages with more information to help you complete each part of
your policy documents.

Your data protection policy needs to cover:
e Your commitment to the legal principles.

o Your commitment to the people's rights relating to your data.

« Yourintention to ensure that lawful processing is carried out.

e Yourintention to minimise data collection.

« Acommitmentto, and a process for, ensuring staff are trained and up to date.

« How you would work with other organisations as separate data controllers, joint
controllers, data processors

« A statement about how often you’ll review this document and all the related
policies and procedures.

o Alist of all the related policies and procedures.

Your data retention and deletion policy needs to cover:
o how long you’ll keep data and how you’ll delete it

« any factors that’ll influence your decisions on this for different projects.
o whoisresponsible for such deletion, and cleansing periodically

« Wwhatis the period for which different data categories would be stored.

Your policy on how to keep systems secure needs to include:
« Where data can be stored (what countries)

« Wwhere data can be stored (whose computers, how should they be looked after)

o what people can and can’t do with the data or with computers the data is
processed on.

These processes must be documented on a Data Protection Impact Assessment, which
is a risk assessment that must be completed when processing special category data.

If you have any of these policies already, it may cover information regarding security:
e AnIT policy

o Anacceptable use of IT policy
« Bringing your own device policy (working from home)

« Social media policy
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o Cybersecurity risk planning
o CCTVpolicy.

Use our five steps to cybersecurity guide for some basic advice.

Your data processing procedure needs to include the actions staff should take when
working with data to make sure they’re using it safely and legally.

The best way to create these is to start from your record of the data you keep.
« If you have a register of data or a privacy impact assessment, use that.

« Ifyou’re starting from scratch use our information on how to audit the data you
hold.

From those records, do the following.
o Foreach type of data pick out your lawful basis for holding the data.

o Check whether there are any additional rules because the data is in a special
category.

« Pick out the best practice you have that complies with the requirements and use
that to create procedures to follow.

o Add information about what you do when you decide to work with any third
parties to process data for you.

When you write these up you may have one procedure, with sections for different types
of data, or different procedure documents for different types of data.

Procedure for when someone wants their data (known as subject access
request procedure)

We cover why you need this and the types of information it should cover in our guide to
preparing for when someone wants to see their data.

Procedure for when you have a data breach

This is always a stressful situation. Don’t wait until your first crisis to create a procedure.
Act now by having simple guidelines to follow using the information in our guide to
preparing for a data breach.

Serious data breaches need to be reported to the ICO and Charity Commission. It's
important for you to take action at the earliest opportunity when such a breach occurs.
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Training plan for staff and volunteers

Every organisation needs a training plan that’s right for the type of data people can
access, and what they’re able to do with it.

You need to make sure they know the following.
« What personal data is - help them with examples, it isn’t always intuitive.

« What sensitive data is.
« How to keep data safe.
o Howto report a data breach or other security issues.

o Thatyou'll support them to fix problems, not blame them, in the case of accidents.

When you need specialist advice

If you’re working a lot with data that is classed as sensitive or special category don’t rely
on this guidance. You’ll have additional formal obligations.

Check the ICO guidance on processing special category data.
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